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UNIT III
WIRELESS LA&ANS

Introduction to wireless LANs - IEEE 802.11 WLAN — Architecture
and Services, Physical Layer- MAC sublayer- MAC Management
Sublayer, Other IEEE 802.11 standards, HIPERLAN, WiMax

standard
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WIRELESS LAN
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A wireless local area network (WLAN) links two or more

devices using some wireless distribution method.
Most modern WLANSs are based on IEEE 802.11 standards

It provides a connection through an access point to the

wider internet.

This gives users the mobility to move around within a

local coverage area.
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Wireless LAN Applications

1. LAN extension,

2. Cross building interconnect,

3. Nomadic access, - between a LAN hub
and a mobile device like Laptop

4. Ad hoc networks — Peer-to-Peer
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Wireless LAN Qualities

Throughput: The medium access control protocol should
make as efficient use as possible of the wireless medium to
maximize capacity.

Number of nodes: Wireless LANs may need to support

hundreds of nodes across multiple cells.

Connection to backbone LAN: In most cases,
interconnection with stations on a wired backbone LAN is

required.

Service area: A typical coverage area for a wireless LAN has
a diameter of 100 to 300 m.
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Battery power consumption: Since most of the wireless devices are
battery operated, the power consumption has to be minimum and it has
to be monitored. Wireless LAN implementations have features to reduce

power consumption while not using the network, such as a sleep mode.

Transmission robustness and security: The design of a wireless LAN
must have reliable transmission even in a noisy environment and should

provide some level of security .

Collocated network operation: When 2 or more wireless LANs to
operate in the same area or in some area where interference between
the LANs is possible normal operation of a MAC algorithm is deeply
affected and may allow unauthorized access to a particular LAN. This has

to reduced.

Visit www.agniece.blog.com for further details Ananth.R



License-free operation: Users would prefer to buy and
operate wireless LAN products without having to secure a

license for the frequency band used by the LAN.

Handoff & roaming: The MAC protocol used in the
wireless LAN should enable mobile stations to move from

one cell to another.

Dynamic configuration: The MAC addressing and network
management aspects of the LAN should permit dynamic
and automated addition, deletion, and relocation of

devices without disruption to other users
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Wireless LAN Technology- Category

1.

2.

Infrared (IR) LANs:

Spread spectrum LANs: These LANs operate in the ISM
(Industrial, Scientific, and Medical) bands so that no FCC
licensing is required.

Narrowband microwave:; These LANs operate at microwave
frequencies but do not use spread spectrum. Some of these
products operate at frequencies that require FCC licensing,

while others use one of the unlicensed ISM bands
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Protocol Architecture
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* This architecture was developed by the IEEE

802 committee

* And adopted by all organizations working on

the specification of LAN standards.

* |tis generally referred to as the IEEE 802

reference model.
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PHYSICAL LAYER

The lowest layer of the IEEE 802 reference model corresponds to

the PHYSICAL LAYER of the OSI model.

« Basic Functions

1. Encoding/decoding of signals (e.g., PSK, QAM, etc.)
2. Preamble generation/removal
(for synchronization)

3. Bittransmission /reception

Added Functions:

* The physical layer of the 802 model includes a specification of the

transmission medium and the topology
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Sublayers

1. Physical Medium Dependent sublayer (PMD): Defines the
set of rules and methods of transmitting and receiving user
data through a wireless medium between two or more

stations

2. Physical Layer Convergence Procedure (PLCP): Defines a
method of mapping 802.11 MAC layer protocol data units
(MPDUs) into a framing format suitable for sending and
receiving user data and management information between

two or more stations using the associated PMD sublayer
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Data Link

1. Medium Access Control (MAC) Layer

— On transmission, assemble data into a frame with address and

error detection fields.

— On reception, disassemble frame, and perform address

recognition and error detection.

— Govern access to the LAN transmission medium

2. LogicalLink Control {LLC) layer

— Provide an interface to higher layers and perform flow and error

control.

— appends control information such as a header,
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MAC Control: This field contains any protocol control
information needed for the functioning of the MAC
protocol. For example, a priority level could be
indicated here.

Destination MAC Address: The destination physical
attachment point on the LAN for this frame.

Source MAC Address: The address of the source.
Data: The body of the MAC frame.

CRC: The cyclic redundancy check field is an error-

detecting code.
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« The MAC layer is responsible for detecting errors and

discarding any frames that are in error.

* The LLC layer optionally keeps track of which frames have
been successfully received and retransmits unsuccessful

frames.
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IEEE 802.11 — PHYSICAL LAYER
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Sub Layers

* Physical layer convergence procedure {(PLCP): used for
mapping 802.11 MAC layer Protocol Data Units (MPDUs) into
a framing format suitable for sending and receiving user data
and management information between two or more stations

using the associated PMD sublayer

* Physical medium dependent sublayer {(PMD): takes care of
transmitting and receiving, user data through a wireless

medium between two or more stations
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|IEEE 802.11 defines  three physical

characteristics for WLANSs:

1. Infrared
2. Frequency Hopping Spread Spectrum (FHSS)

3. Direct Sequence Spread Spectrum (DSSS)
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DSSS PHY

= DSSS operates in the 2.4-GHz ISM band, at data rates of 1
Mbps and 2 Mbps.

* In the DSSS PHY, data transmission over the media is

controlled by the PMD sublayer and directed by the PLCP

sublayer

= The PMD sublayer takes the binary information bits from the
PLCP protocol data unit (PPDU) and converts them into RF

signals by using modulation and DSSS techniques
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Transmit and receive DSSS PPDU. //‘
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All information bits transmitted by the DSSS PMD are

scrambled using a self-synchronizing 7-bit polynomial

An 11-bit Barker code is used for spreading.

— eg(1,-1, S lnclg it 1 T}
The 11-bit Barker code is applied to a modulo-2 adder
together with each of the information bits in the PPDU.

The output of the modulo-2 adder results in a signal with
a data rate that is 10 times higher than the information

rate
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Frame Format

PLCP-Preamble PLCP Header
< > b

SYNC SFD Signal Service | Length CRC

128-bits | 16-bits | 8-bits | 8-bits | 16-bits | 16-bits MPDU

< PPDU
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The SYNC field is 128 bits in length and contains a string of 1s
which are sent prior to transmission. The receiver uses this
field to synchronize the receiver’s carrier tracking and timing

prior to receiving the SFD.

The SFD field contains information to mark the start of the

PPDU frame.

Signal contains the flags.

Service bits specify the type of message present.
CRC is used for error detection.

MPDU- MAC Protocol Data Units
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FSSS PHY

* FSSS operates in the 2.4-GHz ISM band, at data rates of 1
Mbps and 2 Mbps.

* |n FHSS PHY, data transmission over media is controlled
by the FHSS PMD sublayer as directed by the FHSS PLCP

sublayer.

* The FHSS PMD takes the binary information bits from the
whitened PSDU and converts them into RF signals by

using carrier modulation and FHSS techniques
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FSSS PHY Frame Format

PLCP-Preamble PLCP Header
- bt »
SYNC SFD PLW PSF Header Error Whitened
80-bits 16-bits 12-bits 4-bits Check 16-bits PSDU
<+ PPDU

The PLCP preamble is used to acquire the incoming
signal and synchronize the receiver’s demodulator.

The PLCP preamble and header are transmitted at 1
Mbps.
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The sync field contains a string of alternating Os and 1s
pattern and is used by the receiver to synchronize the
receiver’s packet timing and correct for frequency

offsets.

The SFD field contains information marking the start of a
PSDU frame.
FHSS radios use a0 000110010111101 bit

pattern.

The PLCP length word (PLW) field specifies the length of
the PSDU in octets
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* The PLCP signaling field (PSF) identifies the data rate
of the PSDU ranging from 1 to 4.5 Mbps.

* The header error check field contains the results of a
calculated frame check sequence from the sending

station

« The FHSS PMD uses two-level Gaussian frequency
shift key (GMSK) modulation to transmit the PSDU at
the basic rate of 1 Mbps
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* Data whitening is used for the PSDU before
transmission to minimize DC bias on the data
if long strings of 1s or Os are contained in the

PSDU.

* The PHY introduces a special symbol for every

4 octets of the PDSU in a PPDU frame
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* Infrared is used at 1 Mbps and 2 Mbps
operating at a wavelength between 850 and

950nm.
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Logical Link Control

LLC is concerned with the transmission of a link-level
PDU(Protocol Data Unit) between two stations, without the

necessity of an intermediate switching node.

It must support the multi-access, shared-medium nature of

the link

Addressing in LLC involves specifying the source and

destination LLC users
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1.

3.

LLC Services

Unacknowledged connectionless service - does not involve any

flow- and error-control mechanisms. The delivery of data is not

guaranteed.

Connection-mode service - A logical connection is set up

between two users exchanging data, and flow control and error

control are provided

Acknowledged connectionless service- provides

acknowledgement for datagrams, but no prior logical connection

is set up
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Random Access Methods for
Wireless LANs
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Wireless 1LANSs

WLAN operates over shorter distances with smaller

propagation delays.
It has higher data rates than WAN.

The data packets in LANs is much larger than the

length of the packets in other networks.

Hence packet collisions has to be minimum.
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CSMA/CD

This supports data rates up to several gigabits per second.

It detects collision shortly after the transmission is started

and stops the transmission in the colliding transmitters.
This minimizes the wastage of channel occupancy.

CSMA/CD does not requires an acknowledgment to learn the

status of a packet collision.

When a collision is detected, a jamming signal is transmitted,
the transmission is immediately aborted, and a retransmission

procedure is initiated
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Binary Exponential Back-off algorithm

This combined with 1-persistence CSMA protocol is useful in

collision detection.

1-persistent terminal senses a transmission, and it continues

sensing (persistent) until the transmission is completed.

As soon as channel becomes free, the terminal sends its own

packet.

If another terminal was also waiting, a collision occurs because of

the 1-persistence and both terminals reattempt transmission with a
probability of 2 after a time ‘t’.

The time ‘t’ is selected such a way to avoid further collision.
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If a second collision occurs, the terminals reattempt with the

probability of ¥4 that is half of the previous retransmission
probability.

If collision persists, the terminal continues reducing its
retransmission probability by half up to 10 times, and after

that it continues with the same probability six more times.

If no transmission is possible after 16 attempts, , the MAC
layer reports to the higher layers that the network is

congested and transmission shall be stopped

This procedure exponentially increases the back-off time
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CSMA/CA- Collision Avoidance

e Collision avoidance is used to improve CSMA
performance by not allowing wireless transmission
of a node if another node is transmitting, thus

reducing the probability of collision .

|t works by dividing the wireless channel equally

among all transmitting nodes.
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Key elements

1. Interframe spacing (IFS),
2. Contention window (CW) and a

3. Back-off counter
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In CSMA/CA, as soon as a node receives a packet that is to be

sent, it checks to be sure the channel is clear.

If the channel is clear, then the packet is sent. If the channel is
not clear, the node waits for a randomly chosen period of

time, and then checks again to see if the channel is clear.

This period of time is called the backoff factor, and is counted

down by a backoff counter.

If the channel is clear when the backoff counter reaches zero,

the node transmits the packet.

If the channel is not clear when the backoff counter reaches
zero, the backoff factor is set again, and the process is

repeated.

Visit www.agniece.blog.com for further details Ananth.R



Station A has a frame in the air, when stations B, C, and

D sense the channel and find it busy.

The three stations will run its random number

generator to get a back-off time.

All three terminals will keep sensing the channel and
waits until the transmission of the frame from terminal

A is completed.

After completion, all three terminals wait for the IFS
period and start their counters immediately after

completion of this period.
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e Now C’ finishes counting its waiting time, and it

starts transmission of its frame.

e The other two terminals, B and D, freeze their

counter, and the same process is continued.
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HIPERLAN

Visit www.agniece.blog.com for further details Ananth.R



HIPERLAN -High Performance Radio Local Area Network
It is @ European alternative for the IEEE 802.11 standards.

It is defined by the European Telecommunications

Standards Institute (ETSI)

The goal of the HiperLAN was to have data rate higher

than 802.11

HiperLAN/1 was planned in 1991 and implemented in
1997
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HIPERLAN Family
1. HiperLAN/1
2. HiperLAN/2

3. HiperLAN/3- HIPERACCESS

— provides up to 100 Mbps in the 40.5-43.5 GHz band whereas

4. HiperLAN/4- HIPERMAN

— designed for a WMAN in 2 GHz and 11 GHz bands (155 Mbps)
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Hiperlan/1 features

Range 50 m

Slow mobility (1.4 m/s)

Supports asynchronous and synchronous traffic

Sound 32 kbit/s, 10 ns latency

Video 2 mbit/s, 100 ns latency

Data 10 mbit/s

On the physical layer FSK and GMSK modulations are used
in HiperLAN/1
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HiperLAN/2

HiperLAN/2 functional specification was accomplished Feb

2000.

HiperLAN/2 uses the 5.15-5.25 GHz band and up to 54 Mbit/s

data rate.
HIPERLAN/2 has many characteristics of IEEE 802.11 WLAN

The physical layer of HiperLAN/2 is very similar to IEEE

802.11a wireless local area networks.
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ARCHITECTURE
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Three Basic Layers
1. Physical layer (PHY),
2. Data link control layer (DLC),

3. Convergence layer (CL)
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Protocol stack of HIPERLAN/2

Higher Layers

Convergence Layer

Conneciion based Connectionless

Data Link Control (DLC) Layer

Communication Management

MALC

Physical Layer



 The protocol stack is divided into a control plane and

a user plane.

 The user plane includes functions for transmission of

traffic over established connections

e The control plane performs functions of connection

establishment, release, and supervision
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* Physical layer

— to provide several modulation and coding schemes
according to current radio link quality and meet the
requirements for different physical layer modes as defined

by transport channels within DLC

e DLC layer

— The DLC layer constitutes the logical link between an

access point (AP) and mobile terminals (MTs)
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The DLC layer consists of

e Medium Access Control (MAC),

e Error control (EC),

e Radio link control (RLC),

e DLC connection control (DCC),

e Radio resource control (RRC) and

e Association control function (ACF)
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 Convergence layer

— it maps the service requirements of the higher layer to the

service offered by the data link control layer

— converts packets received from the core network to the

format expected at the lower layers

 There are two types of convergence layer. One is cell

based and the other is packet based
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MAC FRAME

2 ms
b
MAC frame MAC frame MAC frame time
P <+
BCH| FCH | ACH DL

e Broadcast control (BCH),
 Frame Control (FCH),

e Access control (ACH),

Uplink Data, and
Random Access (RCH)
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e The BCH contains broadcast control information for all
the MTs. It provides for general information such as the
network and AP identifiers, transmission power levels,

and FCH and RCH length and wake-up indicator.

e The FCH contains details of distribution of resources

among the fields of each packet.

e The ACH conveys information on previous access

attempts made in the RCH
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* The RCH is commonly shared among all MTs
for random access and contention. If collisions
occur the results from RCH access are

re-ported back to the MTs in ACH
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Logical Transport
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Security

Comprehensive security mechanisms are seen in the
HIPERLAN- 2 systemm compared with other wireless

standards.

When contacted by an MT, the AP will respond initiating a

selected authentication and encryption procedure.

As always, there is an option not to use any authentication

or encryption.

Diffie-Hellman encryption is used for authentication
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Detailed Comparison of 802.11 and HIPERLAN-2

802.11 802.11b 802.11a HIPERLAN-2
Frequency 2.4 GHz 2.4 GHz 5 GHz 5 GHz
Max trans. rate 2 Mbps 11 Mpbs 34 Mbps 54 Mbps
Max throughput 1.2 Mbps S Mbps 32 Mbps 32 Mbps
Freq. management None Dynamic selection
Medium access Through sensing Centralized scheduling
Authentication None NAI/IEEE Add/X.509
Encryption 40-bit RC4 DES, 3DES
QoS Support PCF ATM/802.1p/RSVP
Wired backbone Ethernet Ethernet/ ATM/UMTS/

Fire Wire/PPP/IP

Connectivity Connectionless Connection-oriented
Link quality control None Link adaptation
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Verdict

e Due to competition from |IEEE 802.11, which
was simpler to implement, HiperLAN never

received much commercial implementation.

e HIPERLAN is not so successful
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WIMAX
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WiMAX- World Interoperability for MicroAccess

WiMAX is a family of technologies based on IEEE
802.16 standards

WiMAX networks are designed for high-speed data

It provides very high speed wide area Internet access

in a low-cost, flexible way

This uses licensed worldwide spectrum -2.3 GHz, 2.5

GHz, 3.3 GHz, and 3.5 GHz frequency bands
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e WIiMAX can serve as a backbone for 802.11 hotspots for

connecting to the Internet.

 Also users can connect mobile devices such as laptops and
handsets directly to WiIMAX base stations without using
802.11.

e WIMAX Technology can also provide fast and cheap
broadband access to markets that lack infrastructure (fiber

optics or copper wire)
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1. Fixed WIMAX (IEEE 802.16d — 2004)

2. Mobile WIMAX (IEEE 802.16e — 2005)

e Fixed WIMAX is a point-to- multipoint technology,
where the base station is fixed.

e Mobile WIMAX is a multipoint-to-multipoint
technology.
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The WiMAX specification improves upon many of the
limitations of the Wi-Fi standard (802.11b) by providing

increased bandwidth and stronger encryption

Mobile WiMAX uses orthogonal frequency division multiple

access (OFDMA) technology

The WIiIMAX standard was designed mainly for point-to-
multipoint topologies(Fixed), in which a base station
distributes traffic to many subscriber stations that are

mounted on rooftops.

WiMAX does not require stations to listen to one another.
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Radio Tower

e |t supports communication between subscriber stations with

one another(Mesh connection)

Visit www.agniece.blog.com for further details Ananth.R



Some of the salient features

e High data rates- WiMAX technology to support peak
downlink data rates of 63 Mbps

e Scalability- WIMAX is designed to be able to work in
different channelization from 1.25 to 20 MHz

e Security- It supports many security features including
SIM/USIM cards, smart cards, digital certificates, and
user name/password schemes based on the relevant

Extensible Authentication Protocol (EAP)
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 Mobility- Mobile WiMAX supports optimized
handoff schemes with latencies less than 50 ms to
ensure that real-time applications such as VolP can

be performed without service degradation

e Quality of service (QoS)- The fundamental premise

of the IEEE 802.16 MAC architecture is QoS.
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WiMAX Physical Layer (PHY)

The 802.16 PHY supports TDD and full and half duplex FDD

operations.

PHY features include adaptive modulation and coding (AMC),
hybrid automatic repeat request (HARQ) and fast channel
feedback to enhance coverage and capacity of WiMAX in

mobile applications.

WiMAX provides signaling to allow fully asynchronous
operation.

This gives more flexibility to the system
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WiMAX Media Access Control (MAC)

e The MAC layer of 802.16 is designed to serve sparsely
distributed stations with high data rates.

e The 802.16 MAC is a scheduling MAC where the

subscriber only has to compete once.

e After that it is allocated a time slot by the base station.
The time slot can enlarge and constrict, but it remains
assigned to the subscriber, meaning that other

subscribers are not supposed to use it but take their turn
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The station’s concurrent transmission and reception is
possible through time division duplex (TDD) and frequency
division duplex (FDD).

The 802.16 MAC protocol is connection-oriented and

performs link adaptation and ARQ functions to maintain

target bit error rate while maximizing the data throughput

It supports different transport technologies such as IPv4, IPv6,

Ethernet, and ATM.
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Spectrum Allocation for WiMAX

e There is no uniform global licensed spectrum for

WIMAX

e The most likely bands used will be around 3.5 GHz,
2.3/2.5 GHz, or 5 GHz

e Mobile WiMAX based on the 802.16e standard will
most likely be in 2.3 GHz and 2.5 GHz frequencies

Visit www.agniece.blog.com for further details Ananth.R
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